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DETAILED ACTION 
Continued Examination Under 37 CFR 1. 1 14 

A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
5/8/2007 has been entered. 



Response to Amendment 

This office action is responsive to Applicant's amendment received on 5/8/2007. 
Claims 105, 107, 115-118, and 127-128 are amended. Claims 1-104, 108, and 119-126 
are cancelled. Claims 129-149 are added. Claims 105-107, 109-118, and 127-149 are 
pending. 

Response to Arguments 

Applicant's arguments with respect to claims 105-107, 109-1 18, and 127-149 
have been considered but are moot in view of the new ground(s) of rejection. 
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Claim Objections 

Claims 146-150 are objected to because of the following informalities: claims 
146-150 have been misnumbered. For the purpose of examination, starting from the 
second claim numbered as 146, claims 146-149 have been renumbered to 147-150. 

Appropriate correction is required. 



Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created 
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 
unjustified or improper timewise extension of the "right to exclude" granted by a patent 
and to prevent possible harassment by multiple assignees. A nonstatutory 
obviousness-type double patenting rejection is appropriate where the conflicting claims 
are not identical, but at least one examined application claim is not patentably distinct 
from the reference claim(s) because the examined application claim is either anticipated 
by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 
F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 
USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 
1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 
F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 
USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) 
may be used to overcome an actual or provisional rejection based on a nonstatutory 
double patenting ground provided the conflicting application or patent either is shown to 
be commonly owned with this application, or claims ah invention made as a result of 
activities undertaken within the scope of a joint research agreement. 

Effective January 1 , 1994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 
37 CFR 3.73(b). 



Claims 105-107, 109-118, and 127-150 are rejected on the ground of 
nonstatutory obviousness-type double patenting as being unpatentable over claims 54, 
56-62, 64-78, 80-94, and 96-101 of U.S. Publication No. 2004/0054917 (Note that the 
conflicting application has been issued and mailed as of 6/14/2007). Although the 
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conflicting claims are not identical, they are not patentably distinct from each other 
because the scope of the claimed invention is substantially the same. 

r 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this 
title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act 
of 1999 (AIPA) and the Intellectual Property and High Technology Technical 
Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting 
directly or indirectly from an international application filed before November 29, 2000. 
Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior 
to the amendment by the AIPA (pre-AlPA 35 U.S.C. 102(e)). 

Claims 105-107, 109-118, 127-133, 135, 137, 139-140, 142, 144-146, 148, and 
150 are rejected under 35 U.S.C. 102(e) as being anticipated by Kouznetsov, (U.S. 
Patent No. 6,973,577). 

Regarding claims 105, 115, 117, and 127-128, Kouznetsov discloses a 
computer-implemented method comprising: 
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selecting an active program on a computer system as code under investigation, 
wherein at least some of the code associated with the selected active program is 
running in kernel mode (i.e., wherein code under investigation is each of the incoming 
system calls 91,92, and 93 generated by the applications 33, 34, and 35 (shown in 
figure 2))), and executing malicious code detection code (MCDC) on the computer 
system (i.e., monitor/analyzer 19), wherein the MCDC includes a first and a second 
plurality of detection routines (i.e., static analyzer 52 and dynamic analyzer 53)(col. 4, 
lines 47-58), wherein said executing includes: 

applying each of the first plurality of detection routines to the code under 
investigation to obtain a corresponding one of a first plurality of results, weighting each 
of the first plurality of results to obtain a first score indicative of whether the code under 
investigation is valid code (i.e., static analyzer 52 performs behavior checking and 
generates alerts and histograms only if patterns of suspicious events are observed), 
applying each of the second plurality of detection routines to the code under 
investigation to obtain a corresponding one of a second plurality of results, weighting 
each of the second plurality of results to obtain a second score indicative of whether the 
code under investigation is malicious code (i.e., dynamic analyzer 53 analyzes 
histograms and identifies behavioral repetitions within the histograms which indicate 
behavior characteristic of a computer virus/compromise)(col. 4, lines 38-67 and col. 5, 
lines 1-7); and 

using the first and second scores (i.e., the results indicated by static analyzer 52 
and dynamic analyzer 53) to determine whether the code under investigation is 
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malicious code (i.e., computer viruses are self-replicating program code which often 
carry malicious and sometimes destructive payloads and "malware" can include Trojan 
horses, hoaxes, and spam mail - col. 1, lines 45-48)(col. 5, lines 18-67 and col. 6, lines 
1-30). 

4 

Regarding claims 106 and 116, Kouznetsov discloses the method of claim 105, 
wherein the code under investigation has access to other active programs/code 
executing on the computer system (i.e., events such as program executions, sending of 
electronic mail, changing to security settings, impersonations, and etc. are 
monitored)(col. 5, lines 18-67 and col. 6, lines 1-30). 

Regarding claims 107 and 118, Kouznetsov discloses the method of claim 105, 
further comprising: 

selecting one or more additional active programs as code under investigation, 
and executing said MCDC with respect to said selected code under investigation (col. 4, 
lines 3-67). 

Regarding claims 109-114, Kouznetsov discloses the method of claim 105, 
wherein the malicious code includes monitoring software (i.e., events such as system 
calls having the ability to monitor system input/output activities are monitored)(col. 5, 
lines 18-67 and col. 6, lines 1-30). 



Application/Control Number: 10/647,644 Page 6 

Art Unit: 2131 

Regarding claim 129, Kouzentsov discloses the method of claim 105, further 
comprising: 

determining from the first and second scores that the code under investigation is 
malicious code (i.e., replication technique, an electronic mail-based computer virus, 
impersonation, and illicit input/output monitoring activity)(col. 5, lines 43-67 and col. 6, 
lines 1-30). 

Regarding claim 130, Kouzentsov discloses the method of claim 129, wherein 
the malicious code does not have a known signature (i.e., a knowledge of specific, pre- 
identified computer viruses would not be necessary because behavioral patterns typical 
of computer viruses are observed. An example of malicious code with unknown 
signature is polymorphic viruses)(col. 2, lines 1-2 and lines 21-29). 

Regarding claim 131, Kouzentsov discloses the method of claim 105, wherein a 
signature associated with the code under investigation is not used by the first plurality of 
detection routines (i.e., static analyzer 52 performs behavior checking and generates 
alerts and histograms, wherein "behavior checking" is monitoring the occurrence of an 
event from the events list)(col. 4, lines 47-67 and col. 5, lines 1-6). 

Regarding claim 132, Kouzentsov discloses the method of claim 131 , wherein a 
signature associated with the code under investigation is not used by the second 
plurality of detection routines (i.e., dynamic analyzer 53 analyzes histograms and 
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identifies behavioral repetitions within the histograms which indicate behavior 
characteristic of a computer virus, wherein such histograms are not know virus 
signatures associated with any virus)(col. 4, lines 47-67 and col. 5, lines 1-6). 

Regarding claim 133, Kouzentsov discloses the method of claim 105, wherein 
the first and second plurality of detection routines are not specific to the code under 
investigation (col. 4, lines 15-37). 

Regarding claim 135, Kouzentsov discloses the method of claim 105, further 
comprising: 

determining from the first and second scores that the code under investigation is 
valid code (i.e., static analyzer 52 performs behavior checking and generates alerts and 
histograms only if patterns of suspicious events are observed)(col. 4, lines 38-67 and 
col. 5, lines 1-40). 

Regarding claim 137, Kouzentsov discloses the method of claim 105, further 
comprising: 

determining from the first and second scores that the code under investigation is 
suspicious code, wherein suspicious code has not been determined to be either valid or 
malicious code (i.e., the observed group of suspicious events could "potentially" be 
malicious)(col. 4, lines 38-67 and col. 5, lines 1-67 and col. 6, lines 1-30). 
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Regarding claim 139, Kouzentsov discloses the system of claim 127, further 
comprising program instructions executable by the processor to: 

determine from the first and second scores that the code under investigation is 
malicious code (i.e., replication technique, an electronic mail-based computer virus, 
impersonation, and illicit input/output monitoring activity)(col. 5, lines 43-67 and col. 6, 
lines 1-30). 

Regarding claim 140, Kouznetsov discloses the system of claim 139, wherein the 
malicious code does not have a known signature (i.e., a knowledge of specific, pre- 
identified computer viruses would not be necessary because behavioral patterns typical 
of computer viruses are observed. An example of malicious code with unknown 
signature is polymorphic viruses)(col. 2, lines 1-2 and lines 21-29). 

Regarding claim 142, Kouzentsov discloses the system of claim 127, further 
comprising program instructions executable by the processor to: 

determine from the first and second scores that the code under investigation is 
valid code (i.e., static analyzer 52 performs behavior checking and generates alerts and 
histograms only if patterns of suspicious events are observed)(col. 4, lines 38-67 and 
col. 5, lines 1-40). 

Regarding claim 144, Kouzentsov discloses the system of claim 127, further 
comprising program instructions executable by the processor to: 
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determine from the first and second scores that the code under investigation is 
suspicious code (col. 4, lines 38-67 and col. 5, lines 1-40). 

Regarding claim 145, Kouzentsov discloses the memory medium of claim 128, 
further comprising program instructions executable to: 

determine from the first and second scores that the code under investigation is 
malicious code (i.e., replication technique, an electronic mail-based computer virus, 
impersonation, and illicit input/output monitoring activity)(col. 5, lines 43-67 and col. 6, 
lines 1-30). 

Regarding claim 146, Kouzentsov discloses the memory medium of claim 145, 
wherein the malicious code does not have a known signature (i.e., a knowledge of 
specific, pre-identified computer viruses would not be necessary because behavioral 
patterns typical of computer viruses are observed. An example of malicious code with 
unknown signature is polymorphic viruses)(col. 2, lines 1-2 and lines 21-29). 

Regarding claim 148, Kouzentsov discloses the memory medium of claim 128, 
further comprising program instructions executable to: 

determine from the first and second scores that the code under investigation is 
valid code (i.e., static analyzer 52 performs behavior checking and generates alerts and 
histograms only if patterns of suspicious events are observed)(col. 4, lines 38-67 and 
col. 5, lines 1-40). 
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Regarding claim 150, Kouzentsov discloses the memory medium of claim 128, 
further comprising program instructions executable to: 

determine from the first and second scores that the code under investigation is 
suspicious code (col. 4, lines 38-67 and col. 5, lines 1-40). 

Allowable Subject Matter 

Claims 134, 136, 138, 141, 143, 147, and 149 are objected to as being 
dependent upon a rejected base claim, but would be allowable if rewritten in 
independent form including all of the limitations of the base claim and any intervening 
claims. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Please see the attached PTO-892 for a complete listing. 

Any inquiry concerning this commu Jcation or earlier communications from the 
examiner should be directed to Arezoo Sherkat whose telephone number is (571) 272- 
3796. The examiner can normally be reached on 8:00-4:30 Monday-Friday. 

* 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

f 

USPTO Customer Service Representative br access to the automated information 



system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



A.S. 

Patent Examiner 
Group 2131 
July 26, 2007 




